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STOP-IT: Tools & Technologies

STOP-IT modules:

q Module1: Risk Assessment & Treatment 
Framework 

q Module 2: Secure wireless sensor 
communications module

q Module 3: Toolbox of technologies for 
securing IT and SCADA

q Module 4:Toolbox of technologies for 
protecting against physical threats in CI

q Module 5: Cyber Threat Incident Service

q Module 6: Real-Time anomaly detection 
system

q Module 7: Public Warning System-Secure 
Information Exchange Technologies

q Module 8:Reasoning Engine

q Module 9: Enhanced Visualisation Interface 
for the water utilities

Solutions that support:

§ Strategic/tactical planning and post 
action assessment 

§ Operational decision making
towards cyber-physical security of water 
infrastructures

FlexibleScalable Adaptable

Operational
Strategic & 

Tactical

Modular components of 
the STOP-IT risk management platform
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Risk 
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Asset 
Vulnerability 
Assessment

Analysis

Risk 
Evaluation

Treatment 
Analysis

Treatment 
Evaluation

Module I Tools supporting
Single & Multiple Scenarios Assessment

High level use-cases of Module I components:
1. Assess vulnerability (AVAT)
2. Navigate through potential risks & design/configure multiple risks 

scenarios
3. Simulate physical system interacting with their cyber layer 
4. Visualise system’s response and quantify/assess overall impacts
5. Assess scenarios of measure(s) implementation to the system
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SCIENTIFIC WORK BEHIND RAET
DEVELOPMENT

4 Journal Papers
§ D. Nikolopoulos, G. Moraitis, D. Bouziotas, A. Lykou, G. Karavokiros, and C. Makropoulos, Cyber-physical stress-testing 

platform for water distribution networks, Journal of Environmental Engineering, 146 (7), 04020061, 2020.
§ G. Moraitis, D. Nikolopoulos, D. Bouziotas, A. Lykou, G. Karavokiros, and C. Makropoulos, Quantifying failure for critical 

water Infrastructures under cyber-physical threats, Journal of Environmental Engineering, 146 (9), 2020.
§ D. Nikolopoulos, A. Ostfeld, E. Salomons, and C. Makropoulos, Resilience assessment of water quality sensor designs 

under cyber-physical attacks, Water, 13 (5), 647, 2021.
§ D. Nikolopoulos and C. Makropoulos, Stress-testing Water Distribution Networks for Cyber-Physical Attacks on Water 

Quality, Urban Water Journal, 2021.

1 Book Chapter
§ D. Nikolopoulos, G. Moraitis and C. Makropoulos, Strategic and Tactical Cyber-Physical Security for Critical Water 

Infrastructures, in “Cyber-Physical Threat Intelligence for Critical Infrastructures Security”, 2021.
5 Conference Papers
§ C. Makropoulos, R. Ugarelli, D. Nikolopoulos, D. Kalogeras, I. Tsoukalas, P. van Thienen and M. Morley, Developing a 

stress-testing platform for cyber-physical water infrastructure, IWA, Tokyo, 2018.
§ D. Nikolopoulos, C. Makropoulos, D. Kalogeras, K. Monokrousou, and I. Tsoukalas, Developing a stress-testing platform 

for cyber-physical water infrastructure, 2018 International Workshop on Cyber-Physical Systems for Smart Water 
Networks (CySWater), Porto, 2018.

§ D. Nikolopoulos, G. Moraitis, D. Bouziotas, A. Lykou, G. Karavokiros, and C. Makropoulos, RISKNOUGHT: A cyber-physical 
stress-testing platform for water distribution networks, 11th World Congress on Water Resources and Environment 
“Managing Water Resources for a Sustainable Future”, Madrid, EWRA, 2019. 

§ D. Nikolopoulos, G. Moraitis, D. Bouziotas, A. Lykou, G. Karavokiros, and C. Makropoulos, RISKNOUGHT: Stress-testing 
platform for cyber-physical water distribution networks, EGU, 2020

§ G. Moraitis, G. Karavokiros, D. Nikolopoulos, A. Lykou and C. Makropoulos, Introducing a Risk Analysis and Evaluation 
Toolkit (RAET) for cyber-physical preparedness and planning of critical water infrastructures, IWA Digital World Water 
Congress, 2021
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RAET Homepage

q Scenario Planner
Identify risks and
build a network specific 
threat scenario

q Stress Test Platform
Simulate the scenario

q KPI tool
Evaluate the scenario 
consequences

q Risk reduction 
measures database

Explore appropriate 
treatment options
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Scenario Planner: Identifying Risks Through FTs

A user-friendly graphical environment for the investigation of threat and cascading effect scenarios

Users may utilise any Quantity or Quality FT:
§ Interact with STOP-IT generic predefined FTs for an all hazard approach (cyber-physical attacks, 

natural disasters, human error, etc.). OR
§ Customise existing FTs or create new FTs by using the PSA Explorer and then 

Load the user- developed FTs (based on an open PSA format)

GUI of FT Viewer of SP  
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Scenario Planner: Identifying risks through FTs

Use a FT architecture to visualise the event cascade from a basic event (e.g. an attack) to the 
undesired end event (e.g. water supply disruption)
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OSLO VAV DEMONSTRATION

Number of Junctions 5223 
Number of Reservoirs 1
Number of Tanks 3
Number of Pipes 5482 
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Scenario Planner: Identifying risks through FTs

For example, a scenario where a tank level sensor is manipulated, misleading the monitoring and control 
system to believe the tank has enough water …

Bookmark events of interest and 
use them to create a scenario…
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GUI of SP: Building a RISKNOUGHT scenario

Defining an event/threat

Defining the asset(s) affected Defining the simulation parameters

Creating a scenario

Scenario Planner: Building a scenario
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RAET Homepage

q Scenario Planner
Identify risks and
build a network specific 
threat scenario

q Stress Test Platform
Simulate the scenario

q KPI tool
Evaluate the scenario 
consequences

q Risk reduction 
measures database

Explore appropriate 
treatment options



14

Creating a ST procedure

Building a Stress Test Procedure

Specifying the values for the 
control variables

Specifying ST procedure attributes Create a series of 
scenario variants
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§ RISKNOUGHT simulates the flow of information within 
the cyber layer (SCADA) and the interconnection with 
physical processes (hydraulic model)

§ Control logic of the WDN is explicitly formulated
§ Hydraulics are solved interactively with EPANET (using 

PDA equations)

Stress-Testing Platform: RISKNOUGHT
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ü Scenario Planner
Identify risks and
build a network specific 
threat scenario

q Stress Test Platform
Simulate the scenario

q KPI tool
Evaluate the scenario 
consequences

q RRMD-RIDB
Explore appropriate 
treatment options

Stress-Testing Platform: Running the scenarios
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ü Scenario Planner
Identify risks and
build a network specific 
threat scenario

ü Stress Test Platform
Simulate the scenario

q KPI tool
Evaluate the scenario 
consequences

q Risk reduction 
measures database

Explore appropriate 
treatment options

Stress-Testing Platform: Comparing impacts
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RAET Homepage

q Scenario Planner
Identify risks and
build a network specific 
threat scenario

q Stress Test Platform
Simulate the scenario

q KPI tool
Evaluate the scenario 
consequences

q Risk reduction 
measures database

Explore appropriate 
treatment options
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Users can:
q Can set the service levels for different districts & different thresholds for critical customers
q Visualise results and STOP-IT KPIs for any grouping they choose (DMAs etc.)

KPI tool: Assessment and detailed visualisation
of results
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Nodes…

Time

Customers

Supply…For the system.. Or each district

Propagation, peak effect and time of occurrence…

KPI tool: Interactive dashboard to assess and 
evaluate 



21

KPI tool: Oslo VAV demonstration
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KPI tool: Oslo VAV demonstration

Risk scenario 1
Level sensor manipulation
Tank 2

Risk scenario 2
Level sensor manipulation
Tank 2 + critical pipe break

Risk scenario 3
Level sensor manipulation 
Tank 3 for firefighting
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ü Scenario Planner
Identify risks and
build a network specific 
threat scenario

ü Stress Test Platform
Simulate the scenario

ü KPI tool
Evaluate the scenario 
consequences

q Risk reduction 
measures database

Explore appropriate 
treatment options

RAET Homepage
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List of Risk Events

Matching Risks with Potential Risk Reduction 
Measures

Main event characteristics Matching attributes, common 
in RIDB and RRMD

Models & Tools capable to 
simulate events

Number of 
potential RRM

List of RRM
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GUI of RRMD: navigating through 
the measures available in the 
RRMD

Incorporating measure(s) into scenarios and assessing their impact to system’s performance

GUI of RRMD supporting 
multiple filtering capabilities

RISK REDUCTION MEASURES DATABASE 
(RRMD): Incorporating measures
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ü Scenario Planner
Identify risks and
build a network specific 
threat scenario

ü Stress Test Platform
Simulate the scenario

ü KPI tool
Evaluate the scenario 
consequences

ü Risk reduction 
measures database

Explore appropriate 
treatment options

Navigate through risks Configure scenario(s)

Run simulationsEvaluate simulations

RAET archive of scenario(s)
Explore mitigation options

RAET SUPPORTS A COMPLETE WORKFLOW
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VAVs erfaring med STOP-IT



Erfaring med STOP-IT

• Å lage ledningsnettet slik det passer for denne programvaren
– Importere ledningsnettet fra MU til EPANETT
– Justering av tegn som semikolon, kolon, punktum og minustegn
– ID-nummer på objekter må forandres
– Justering av regler

• Installering av ekstern server og programvare:
– RAET
– EPANET 2.2

• Diskusjon/møte 
– Internt og eksternt (SINTEF; ICCS; KWR; TECHNION)

• Veksling av erfaring fra kolleger i:
– Hellas, Berlin, Barcelona, Israel var veldig spennende og lærerikt og 

man kan bruke det for videre arbeid.



Fordelen med bruk av STOP-IT

• Gir mer forståelse av ledningsnettet
• Enkelt å lage forskjellige senarioer ved bruk av 

flytskjema 
– Den har ca. 300 forskjellige senarioer
– For alle type objekter

• Hjelper for å planlegge i forhold til 
– Tid (Hvor lang tid det tar før en vannkrise kan oppstå ved 

brudd på stor ledning)
– Antall kummer (størrelsen på området)
– Antall mennesker/bedrifter som er berørt/forsynt
– Hvor mange m3 vann en kan miste i løpet av en krise 

• Gir god dokumentasjon og lett å forstå/bruke



Forskjellen på STOP-IT og andre Modeller som VAV bruker

• Et planleggingsverktøy for ledningsnettet
• Gir mer forståelse og er ryddig
• Andre programvarer som vi bruker har ikke 

flytskjemamulighet 
• Man får estimert tid, områder (kummer), mennesker 

eller bedrifter som er berørt. 
• Dokumentasjon kan lages som bilder, grafer, tabeller 

eller tall.
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