STOP-IT

Deteksjon, forhindring og motvirkning

pa det operasjonelle plan
Erfaringer fra VAV

Harald Rishovd, VAV

harald.rishovd@vav.oslo.kommune.no

STOP-IT

This project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No.740610.
The publication reflects only the authors' views and the European Union is not liable for any use that may be made of the information contained therein.




STOP-IT STOP-IT

Oslo kommunes bidrag

VAV har de siste ti arene hatt stort fokus pa informasjonssikkerhet
og objektsikring.

* Fant det ikke helt pa av oss selv...

* "Ingen" snakket om sikkerheten i vannforsyningen tidligere

* Na snakker "alle" om det

Vi har lzert mye pa disse arene, men samtidig sett at det er mye a
ta tak i. For noen ar siden fikk vi invitasjon til a delta pa et seminar
om Horizon 2020 og sa at det var noe a hente.

Siden dette ogsa var interessant for SINTEF ble vi enige om a
samarbeide og er i sluttfasen av et prosjekt med mange
interessante leveranser.
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selected risk events assessed with STOP-IT Module | tools (presented by

Gema) . [ # | Risk Short name Risk description
) . Cyber-physical caused manipulation of control system affecting
‘B8 Risk Scenario 1 L
drinking water tanks (Event ID 57 from RIBD)
Combination of Risk Scenario 1 (Event ID 57 from RIBD) and Physical
Risk Scenario 2 caused destruction of water tank or pipeline (Event ID 31 from RIBD)

E Risk Scenario 3 Manipulation of level sensor in a tank used for firefighting

selected risk events connected to the other modules of
STOP-IT (Modules IlI-VI).

S e

n Risk Scenario 4 Detection of real events in the process network
E Risk Scenario 5 Use of computer vision to detect humans or obstacles
ﬂ Risk Scenario 6 Sharing of cyber threats with collaborators

Risk Scenario 7 Detection of unauthorised data traffic in process network
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Scenario 4

Detection of real events in the
process network
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STOP-IT RTAD - Formal

We have designed a system seeking to improve the performance of
existing solutions and the experience of users who interact with this

type of tools:
ﬁ Use and explore data from many fields.
/T\

Minimise the amount of false positives.

Improve the performance involving an analyst.

ways to find anomalies (supervised, no supervised...).

Combine different types of algorithms which have different
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No abnonmality found in network logs 2021-10-24710:33 45 992
No abnormality found in network logs 2021-10-24710:53.49.082

No abnormality found in network logs 2021-10-24110:53 48 935
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Pressure sensor TAG error
timestamp

Priority

2021-10-24 10:51:25.107
2 0 X .t 1
[~ 5 timestamp

protocol
( & 2021-10-24T710:51:24.983

Region

Size: 1

Type of source

10 Critical

QOslo

Device originating the action  Service
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Fier by Event Name :
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Alert: Pressure sensor TAG error & 2021-10-23 13:51:54.646

LS wmitigation action:
Message describing the anomaly | Pressure sensor TAG error Priority
Smestamp 2021-10-22 13:51:54.646 Region

1 1 Size: 1

timestamp

2 © X
5 B

«  2021-10-23T13:51:54.200

protocol Type of source

82 8

Data

MITRE code

Tactc

Technique

Description of event that requires action

Mitigation

Status

10 Critical v

Oslo

Device originating the action  Service

e e e

Initial Access

Y
iigation actions according to the defected anomalies: 2

an Intemet-facing computer system or program in order o cause unintended
or unanticipated behavior.

The use of software, data, or commands to take advantage of a weakness in

Application Isolation and least privilege help lesson the impact of an exploit.
Application isolation will limit what other processes and system features the
exploited target can access, and least privilege for service accounts will limit
what permissions the exploited process gets on the rest of the system. Web
Application Firewalls may be used to limit exposure of applications.

Not Defined v
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BE1EW Mitigation actions

Mitigation acti ding to the detected lies.
y ~ Size: 1
s @ X 1T 1 .
MITRE code Tactic Technique Description of event that requ  Mitigation
Initial Access The use of software, dats, orcc  Application Isolation and least ¢

Mitigation actions according to the detected anomalies: 2

Data
a
MITRE code
|| | Tactc Initial Access
Technique
Description of event that requires action The use of software, data, or commands to zke advantage of 3 weakness in
an Internet-facing computer system or program in order to cause unintended
or unanticipated behavior.
VA
Mitigation Application Isolation and least privilege help lesson the impact of an exploit.
Application isolation will limit what other processes and system features the
exploited target can access, and least privilege for service accounts will limit
what permissions the exploited process gets on the rest of the system. Web
Application Firewalls may be used to limit exposure of applications.
VA
-

Status Not Defined v




@ STOP-IT

Scenario 5

Use of computer vision to detect
humans or obstacles
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STOP-IT CVT —System Description

Hensikten med CVT er a overvake omrader med eksisterende
kameraer for a detektere mistenkelig aktivitet ved hjelp av
algoritmer for bildegjenkjenning

Systemet prover a forutse neste bilde basert pa naveerende bilde
og et innleert manster

Hvis avviket mellom forutsett bilde og “sant” bilde er over en
terskelverdi blir situasjonen flagget som mistenkelig



STOP-IT CVT —Results
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= Data

timestamp 2021-10-21T00:48:01.524
Priority 8 High v | | Destination asset &&&
Device originating the action Type of source
2 0 X i 1 Size: 2
Source property Explains the property type
0.1866548 Anomaly degree
Abnormality Classification
; 3 ize: 1
F u x i 1 Size
Message Code Message describing the anomaly
ABOO1 Abnormality detected in network logs
protocol Service
A5 v 3 ize: 1
Tool VT & 0 X T 1 Size

Alert
Computer vision tool detected suspicious movement & 2021-10-24 15:36:40.021
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Alert: Computer vision tool detected suspicious movement & 2021-10-24 18:26:40.091

Message describing the anomaly | Computer vision tool detected suspicious move | | Priority 5 Medium v
fimesamp 2021-10-24 18:36:40.091 Region Oslo
2 © X t 1 Size: 1 I EEEEE—N—N—N————N———————————D————————————.
e TR
=4 @ timestamp protoct E @ @ ; E;_J ‘_"

) & 2021-10-21709:48:01.624
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Alert: Computer vision tool detected suspicious movement & 2021-10-24 18:26:40.091

Message describing the anomaly | Computer vision tool detected suspicious move | | Priority & Medium i
tmestamp 2021-10-24 18:36:40.001 Region o= N
= ~ v T i Size: 1

= B timestamp protocy B & & B O - .

( > 2021-10-21709:48:01.624

& Video
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Scenario 6

Sharing of cyber threats with
collaborators
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Scenario 7

Detection of unauthorised data
traffic in process network
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FHeOTX: No Begin by lockong at the NAIVIGU3! events that have been logged that tiggered this alam and the KOS artcle for the rue tself o Understand what the alam
intends to indicate: Faise costives are possbie with many ypes of Alarms and your first sricrity shouid be 10 vaidste that what the sisrm is designed to
2 ronts Unknowr Getect. 3 what has actually happened. Ruies ara assigned 3 Relabiity Scere (out of 10) 32 8 gude, th3 alar’s reiasikty level = 5.

Remember 1hat not every 3lam s necessarily an Ndicalor of MAICIOUS INtent, but Whan 3n exiernal nost is INvoived In 3n Alsrm, intent is aficut 1o
Cetermine. Alienvault provides a giobal inteligence feed of known hostle hosts on the internet. -

MiSource (1) M Destination (1) | © Event Detail

* Alarm Risk Date Source Destination v, COPston 2

1 L-ADS ERROR: Abnormal observation on flow associated to 10,177 242 30 202104-28 108431 2221231 210ANY 10.177 262 30:ANY 2
2 L-ADS ERROR: Abnormal observation for specific flow 3 2021-04-28 108431 2221231 210ANY 10.177 242 30:ANY 1



STOPRP-IT Hva har vi laert av STOP-IT

* Innsikt i hvordan (og st@rre vannverk) forholder seg
til sikkerhet

 Samarbeidet tett med sikkerhetseksperter fra ulike
land og leverandgrer

* Prgvd ut innovative Igsninger for overvaking av
fysisk og logisk sikring

e ..som samtidig klarer a kombinere varsler og
alarmer i ett, samlet bilde
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STOP-IT NTSA Architecture

Monitored
Network

ﬂ raining and Model Generation

Models

Monit Dataset
onitor |
] - - Manager
Traffic & handler
Netflow dataset P
Network © !
Doy Capture / s Model
S Menitgring g Gen:ra(teion Yaating and
= . Prediction
S Capture
Netﬂom' 8 haﬁdler I
DB service
- Softflowd k ‘

NTSA modes Output / Results
- clean: delete all models stored in the database;

- capture: store in .json files the NetFlow traffic received;
- train: generate the models and store them in the database;
- predict: test the models against text files;

- monitor: evaluate in real time the NetFlow traffic received;
- exit: close the application.




SR SCADA Use Case Scenario

VICTIM At@S FCAC

192.168.66.182 EURECAT

192.168.66.6 ~‘ i

XACML Authorization
RTAD

Engine Policy Store

RTAD DB

6
Virtual
PLCs

STOP-IT

XL-SIEM SUITE

192.168.66.7

eurecat

192.168.66.180

Modbus
Slave

\
WORLDSENSING

I—‘ o = Jammer Detector e T
Server Sensor

NTSA AtOS -~ N

192.168.66.181 XL-$IEM
Engine

r—

Ir-
E.

ORLD % SENSING

o

XL-SIEM
Dashboard XL-SIEM DB

|r-

NTSA DB



&5) STOP-IT  XL-SIEM Input/Output

Events

Ev

XL-SIEM Agent

Device 1 J [ Device n

Monitored Infrastructure

XL-SIEM Engine

> EEEE XL-SIEM Dashboard
Event Reception Collected > | .
> events =
Policy },IL = L
Filtering ° o ’/ -
Normalized events | @ o)l
7 Schemes
POIiCieS Events’
Rules Alarms,
o Configuration,
Correlation Severity Level
Engine
XL-SIEM
Priority / Database
Alarms Reliability
[ |

Alarm Severity

— Local log files
— Remote logs received
from agents
Timestamp | Description | IP source

and destination | Port source and
destination | Protocol

Events / Alarms / Configuration / Severity Level

- Publish alarms

- Action Execution:
scripts, e-mails, tickets

- Alarm storage



STOP-IT What is the Reasoning engine?

A tool for real-time custom alert generation enhanced with ;
e as . o Detect
mitigation actions proposition. J erecte
anomalies
How does it work?
The tool allows the configuration of rules for '{:}, R .
easoning

processing detections (referring to cyber and ii;%::} engine
physical level) and, using Complex Event

Processing (CEP), it generates important alerts
and enriches them with mitigation actions to Alerts &
be taken and extra information that facilitate mitigation

the operators. ‘ s

Information is provided instantly for display to
the Enhanced Visualization Interface.

STEP 1 STEP? STEP3 Threat assessment confirmed
Configurable Real-time/batch Enrichment by human
expert rules processing
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Reasoning engine: alert generation

STEP1 - Rule editor: Configuration of a processing rules

Rule definition includes
general information,

the patterns that trigger an
alarm generation

Individual patterns

* Simple conditions on the
properties

* Combining conditions with
logical constrains

* Looping conditions

* Iterative conditions

* Time constrains
Combining patterns

* Individual patterns

* Contiguity conditions

...and the alert to be
generated

. : - RiSA
Oqo E Reasoning engine - Rule Editor RO
© B X & il @ @ @
List of rules P Info Cyber-physical attack
|Mulu‘ple detections for an asset  ~| W Conditions
Cyber-physical attack . y
High priority li’rope:tles of the anomaly ©)
timestamp - Time window (secs)
src
srcType
srcProp1
srcProp2
srcPropType1
srcPropType2 tool B >= <= |[ > || < | < |[uke|[NOT LIKE
dst e e e
dstType
dstProp1
dstPropType1 priority = <= > || < || < || LKE || NOT LIKE
dstProp2 — e J
dstPropType2
protocol
pmneosrngcode Times ’W TimesOrMore
message
service Group by |7 [src - | CJ Optional [J Consequtive
tool srcType
L [
Sequence operator followedBy v
tool ‘3 >= <= > < <> || LIKE | NOT LIKE
messagecode = >= | <= > < <> || LIKE | NOT LIKE
Times OneOrMore | TimesOrMore




@) STOP-IT Reasoning engine: alert generation

STEP2 - Alert information in the STOP-IT integrated solution

e 8
Alert: Multiple detections for asset & 2020-06-11 11:01:09.522

Message describing the anomaly  Multiple detections for asset Priority 8 Critical v
timestamp 2020-06-11 11:01:09.522 Region C Town
J 0 X 1t il Size: 6
(4] & timestamp protocol Type of source Device originating the action  Service

O o 2019-09-16 15:32:10.542292 udp IP address 172.16.4.225

d o 2019-09-16 15:32:10.935826 udp IP address 172.16.4.225

O o 2019-09-16 15:32:11.935826 udp IP address 172.16.4.226

O s 2019-09-16 15:32:12.561077 udp IP address 172.16.4.225

O o 2019-09-16 15:32:15.935826 udp IP address 172.16.4.226

] o 2019-09-16 15:32:20.935826 udp IP address 172.16.4.226

Example alert generated aggregating detections for an asset within a time window.



STOP-IT  Reasoning engine: mitigation action proposition

STEP3 - Mitigation action proposition

H e 8
MITRE ATT&CK tactic and gy
technique available to the [ Witgation actions

a d \V} i ce on h oW to m itigate Mitigation actions according to the detected anomalies.

the technique for the - © > 1 ¢
. MITRE code Tactic B & &
received  events.  The
information is combined ™ Collection == e
to speed investigations i U
and response. Tacti impact
Technique Data Manipulation
Mitigation actions according to the affected — : : : —
M It I gat I 0 n a Ct I 0 n S a re o — 1 Description of event that requires action Unauthorized PLC data modification
also proposed based on _speciicassetiype v
the type of affected
assets and their specific
properties.
To facilitate operators we "™ o oo e s R PLES e oo
Ca n u S e CO d e n a m e S fo r Asset Mitigatior Staws veans
assets and alerts. 172.16.4.9 & IP Address & 53 8  specific

Standardized operational data exchange in compliance with the MITRE ATT&CK framework.



STOP-IT What is the Enhanced Visualisation Interface?

The solution offers a common operation picture to provide a shared

understanding of the current situation in a water utility.

How?

Through a user customized web tool that unites a variety of
information and applications essential for understanding the ClI
situation. Information are displayed with multiple perspectives in
operational and strategic level. Data sources can vary and
indicatively include real-time detections and alerts, GIS mapping
data, incident information and mitigation actions.

The module is scalable from small businesses to large ones and it
can be expanded to consume information from other external

modules and sources.
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USER

A person that is allowed to
access the EVI

Basic concepts

THAT DRIVE THE MODULE AND ITS FEATURES

® REGION

An area/ water
distribution
network of
interest

ANOMALY DETECTION

o
Information fed to the STOP-IT

platform from the detection
modules.

WARNING ACTION
®

Information required
for user/citizen
alerting service

ALERT&MITIGATION

Information generated from a
combination/subset of
detections

ASSET

Monitored/not point of interest



STOP-IT Enhanced visualization interface

/7

** Information organized in multiple views
/

s Control publishing of data and configuration of displays
¢ Toolbox of the STOP-IT tools

Improve situational awareness at strategic, tactical and operational level B'I§A
STOP-IT

Regions R — ) ) ]
I Barcsiona /Z\v‘n}{ f\l\‘w BN :
[F1[2) Berlin ) i S
1[5 ¢ Town +
F1[= oslo @)
[F1[2) et Aviv J‘“?’i

* Geographical ;\X\
distribution of alerts in S — “,\:

relevance with the \ e
WDN | \ / e
AN ﬁv
f/}/%"\ } —
e Organized per regions \ ’}‘: b B
</” -

—a
‘\*\‘:V*}v
© OpenStreetMap contributors]
Select view STOP-IT toolbox
000 @ ¢« 8 d
< Settin
Map Alerts Faulttrees History data Notiications || CYPef Threat Sharing Service || Jammer detector (| Reasoning Engine || Risk Assessment & Treatment Framework || XL-SIEM o o




STOP-IT Enhanced visualization interface

ég: @ Improve situational awareness at strategic, tactical and operational level
Select region of interest: C Town . Ml
Alert -/ O} X Indicators -0} X Timeline -/ O] X
~ Filter by Event Name :
v Assets involved in alerts e ° 1
‘ ug 1, 2019 - Aug 1, 2019 [ ] & : Reglon selector
viE Specific asset
Regions 30 20:31 20:32 20:33 20:34 20:35 20:36 20
[2) Agditives T 1
v Ml s i | * List of affected assets
&R Asset 08/01/2019 08:33pm - 08:33pm
T | Multiple Unauthorized Read Request to a PLC
v 2 Control system Lo 2019-08-01 20:33:00
+  Counters for anomaly
Brct et .
v detections and alerts
B Dosing system
= = Town Il
Detection log B(=)]E3
Priority Message Timestamp .
9 Critical Unauthorized Access Detected  2019-05-11 11:03:40 L4 A noma Iy d etection I og
0 Diagnostic HPD Working, No presence det... 2019-05-23 17:43:43 . .
0 Diagnostic HPD Working, No presence det... 2019-05-23 17:43:54 W|th ||Ve feed S to the
0 Diagnostic HPD Working, No presence det... 2019-05-23 17:44:26
0 Diagnostic HPD Working, No presence det... 2019-05-23 17:44:40 Syste m
7 High *Exfiltration Over Alternative Pr... 2019-05-24 17:01:25
0 Diagnostic HPD Working, No presence det... 2019-05-26 14:52:17
0 Diagnostic HPD Working, No presence det... 2019-05-26 14:52:22
0 Diagnostic HPD Working, No presence det... 2019-05-26 14:52:27 ° T| me I ne fo ra I e rts
0 Diagnostic HPD Working, No presence det... 2019-06-15 17:45:10
0 Diagnostic HPD Working, No presence det... 2019-06-20 17:44:59
0 Diagnostic HPD Working, No presence det... 2019-06-23 17:43:19 E = J E‘
Select view
00 0 &« - a
Map Ales Faulttrees History data Notifications Se't"gs Logout
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Fault tree view

Improve situational awareness at strategic, tactical and operational level

Basic Events : | External person breaks v

Enhanced visualization interface

Historical data view

Y

STOP-IT

Ri
Improve situational awareness at strategic, tactical and operational level -

iSA

Alerts by Region —3)/x ||| Aterts per type BER
Alerts by Region Alerts per type =
Inner circle: 2019, outer circle: 2020
]
Water supply 1 M 133
973
| I Year 2019
Water supply 2 M 156 3
- M Year 2020 i ‘
Year 2021 Dtvcov
— o
Water supply 3 EESESSSES 947 Data Hiding Human presence detecti(
4054
-
Waste water treatment 1 [l 408 -
732
Waste water treatment 2 —
E
ok K 2 3K ax sk [[]]dectzipen peiorty, SIS

Alerts (count)

Alerts per priority

Inner circle: R019, outer circle: 2020

D Gates : v
Sheet 1 H Sheets | Sheet3 Sheet 2
Faultiree |
[4]
1 Quality FT
2 Qualty issues or
3 RWB Quality FT
4 RWB Quantity FT
5  STOPAT Qualilty FT
6 STOPAT Quantity FT
7 WTP Quality FT Inappropriate hydrauiic
WWTP site flooded (Gate 87) operation of WW/TP by intruder
8 WTP Quaniity FT (Gate 88)
9 WWTP Quality FT
Insufficiency / failure of WWTP External person breaks in Intemal person intrudes WWTP SCADA hijacking softwar
savy rain (Basic Event 14) flood measures (Basic Event | | WWTP and takes over SCADA | | control room and takes over takes control of WWTP
17) (Basic Event 18) SCADA (Basic Event 19) operation (Basic Event 2(
L L
] D] ]
Select view
000 O ¢ Q
g e Seti
Map Aleis Faulttrees History data Notifications S Lo

Select view

00 O

Map  Alerts Business rules

History data ; Nofifications

Logout

Settings




