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STOP-IT

Oslo kommunes bidrag

1

VAV har de siste ti årene hatt stort fokus på informasjonssikkerhet 
og objektsikring. 
• Fant det ikke helt på av oss selv...
• "Ingen" snakket om sikkerheten i vannforsyningen tidligere
• Nå snakker "alle" om det

Vi har lært mye på disse årene, men samtidig sett at det er mye å 
ta tak i. For noen år siden fikk vi invitasjon til å delta på et seminar 
om Horizon 2020 og så at det var noe å hente. 

Siden dette også var interessant for SINTEF ble vi enige om å 
samarbeide og er i sluttfasen av et prosjekt med mange 
interessante leveranser.
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# Risk Short name Risk description

1 Risk Scenario 1
Cyber-physical caused manipulation of control system affecting 
drinking water tanks (Event ID 57 from RIBD)

2 Risk Scenario 2
Combination of Risk Scenario 1 (Event ID 57 from RIBD) and Physical 
caused destruction of water tank or pipeline (Event ID 31 from RIBD)

3 Risk Scenario 3 Manipulation of level sensor in a tank used for firefighting

# Risk Short name Risk description
4 Risk Scenario 4 Detection of real events in the process network
5 Risk Scenario 5 Use of computer vision to detect humans or obstacles

6 Risk Scenario 6 Sharing of cyber threats with collaborators

7 Risk Scenario 7 Detection of unauthorised data traffic in process network

selected risk events assessed with STOP-IT Module I tools (presented by 
Gema).

selected risk events connected to the other modules of 
STOP-IT (Modules III-VI).
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Scenario 4

Detection of real events in the 
process network



RTAD – Formål
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Scenario 5

Use of computer vision to detect 
humans or obstacles



CVT –System Description

• Hensikten med CVT er å overvåke områder med eksisterende
kameraer for å detektere mistenkelig aktivitet ved hjelp av
algoritmer for bildegjenkjenning

• Systemet prøver å forutse neste bilde basert på nåværende bilde
og et innlært mønster

• Hvis avviket mellom forutsett bilde og “sant” bilde er over en
terskelverdi blir situasjonen flagget som mistenkelig



CVT –Results
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Scenario 6

Sharing of cyber threats with 
collaborators
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Scenario 7

Detection of unauthorised data 
traffic in process network









Hva har vi lært av STOP-IT

• Innsikt i hvordan (og større vannverk) forholder seg 
til sikkerhet

• Samarbeidet tett med sikkerhetseksperter fra ulike 
land og leverandører

• Prøvd ut innovative løsninger for overvåking av 
fysisk og logisk sikring

• …som samtidig klarer å kombinere varsler og 
alarmer i ett, samlet bilde



This project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No.740610.
The publication reflects only the authors' views and the European Union is not liable for any use that may be made of the information contained therein. 

Tusen takk for oppmerksomheten!

stop-it-project.eu



NTSA Architecture

NTSA modes
- clean: delete all models stored in the database;
- capture: store in .json files the NetFlow traffic received;
- train: generate the models and store them in the database;
- predict: test the models against text files;
- monitor: evaluate in real time the NetFlow traffic received;
- exit: close the application.



SCADA Use Case Scenario

Components:
ü 1 Attacker VM (Kali 

Linux)
ü 1 Victim VM (SCADA 

environment with 
simulated PLCs and 
an IDS)

ü 1 Network Traffic 
Sensor (NTSA)

ü 1 Access Control 
tool (FCAC)

ü XL-SIEM Suite 
(Engine, Agent, 
Dashboard)



XL-SIEM Input/Output

– Local log files
– Remote logs received 

from agents
Timestamp | Description | IP source
and destination | Port source and
destination | Protocol

- Publish alarms 
- Action Execution: 

scripts, e-mails, tickets
- Alarm storage



What is the Reasoning engine?

The tool allows the configuration of rules for
processing detections (referring to cyber and
physical level) and, using Complex Event
Processing (CEP), it generates important alerts
and enriches them with mitigation actions to
be taken and extra information that facilitate
the operators.

Information is provided instantly for display to
the Enhanced Visualization Interface.

Detected 
anomalies

Threat assessment confirmed 
by human

Reasoning 
engine

Alerts & 
mitigation

A tool for real-time custom alert generation enhanced with 
mitigation actions proposition. 

How does it work?

STEP 1
Configurable 
expert rules

STEP2
Real-time/batch 

processing

STEP3
Enrichment  



STEP1 - Rule editor: Configuration of  a processing rules

Reasoning engine: alert generation

Rule definition includes 
general information, 
the patterns that trigger an 
alarm generation

– Individual patterns
• Simple conditions on the 

properties
• Combining conditions with 

logical constrains
• Looping conditions
• Iterative conditions
• Time constrains

– Combining patterns
• Individual patterns
• Contiguity conditions

…and the alert to be 
generated



Reasoning engine: alert generation

STEP2 - Alert information in the STOP-IT integrated solution

Example alert generated aggregating detections for an asset within a time window.



Reasoning engine: mitigation action proposition

STEP3 - Mitigation action proposition

MITRE ATT&CK tactic and
technique available to the
advice on how to mitigate
the technique for the
received events. The
information is combined
to speed investigations
and response.

Mitigation actions are
also proposed based on
the type of affected
assets and their specific
properties.

To facilitate operators we
can use code names for
assets and alerts.

Standardized operational data exchange in compliance with the MITRE ATT&CK framework.



The solution offers a common operation picture to provide a shared 
understanding of the current situation in a water utility.

Through a user customized web tool that unites a variety of
information and applications essential for understanding the CI
situation. Information are displayed with multiple perspectives in
operational and strategic level. Data sources can vary and
indicatively include real-time detections and alerts, GIS mapping
data, incident information and mitigation actions.

The module is scalable from small businesses to large ones and it
can be expanded to consume information from other external
modules and sources.

How?

What is the Enhanced Visualisation Interface? 



Basic concepts
THAT DRIVE THE MODULE AND ITS FEATURES

Information fed to the STOP-IT 
platform from the detection 
modules.

ANOMALY DETECTION

Information generated from a 
combination/subset of 
detections

ALERT&MITIGATION

Monitored/not point of interest

ASSET

An area/ water 
distribution 
network of 
interest

REGION

A person that is allowed to 
access the EVI

USER

Information required 
for user/citizen 
alerting service

WARNING ACTION



Enhanced visualization interface

Map view

v Information organized in multiple views
v Control publishing of data and configuration of displays
v Toolbox of the STOP-IT tools

• Geographical 
distribution of alerts in 

relevance with the 
WDN

• Organized per regions



Alert view

• Region selector

• List of affected assets

• Counters for anomaly 
detections and alerts

• Anomaly detection log 
with live feeds to the 

system 

• Timeline for alerts 

Enhanced visualization interface



Fault tree view Historical data view

Enhanced visualization interface


